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Introduction 
Whether you are a cardholder or a Program Administrator, you can easily manage 
your personal information in Access Online. In this user guide, you will learn how to 
update your personal information, including: 

• Your password 

• Your authentication questions and answers 

• Your contact information 

In addition, you can also view your: 

• Organization short name—Identifies your company in Access Online using a 
unique code 

• Functional entitlement group—Determines the Access Online functions that 
are assigned to your user ID 

• Accounts—Lists accounts that are assigned to you 

• Hierarchy—Lists your processing and reporting hierarchy 
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Change Your Password 
Access Online prompts you to change your password the first time you log in and 
every 30 – 90 days thereafter (depending on your organization). You can also 
change your password at any time.  

 

1.  Select the My Personal 
Information task. 

2.  Click the Password link. 

Learn More:  For more information on creating and using accounting code 
favorites, refer to the Access Online: Transaction Management user guide and 
lesson. 
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3.  Type your current 
password. 

4.  Type your new 
password two times. 

5.  Click the Save button. 

 

Tip! Your password must be 12 – 99 alphanumeric characters. Your password 
must contain at least one uppercase letter, one lowercase letter, one number, and 
one special character. You cannot use any part of your user ID, your first name, or 
your last name. You cannot reuse a password for 12 months. Passwords are case-
sensitive. 

Allowed Special Characters 

! # $ % ~ | ` 
' ( ) = + / @ 
, - . : ; ? * 
_ < > { }   



Access Online 
My Personal Information: Version 3-0 

All Users 5 
Proprietary and Confidential 

Change Your Authentication 
If you forget your password, you can use your authentication to reset your password 
and log in to Access Online. Refer to the Access Online: Navigation Basics user 
guide for detailed steps on how to log in when you have forgotten your password.  

Learn More: Access Online requires all users to set three authentication 
questions and answers. This practice increases the security of system access and 
thus protects the account information in Access Online. If you registered online, then 
you set your authentication questions answers then. You can update your questions 
and answers at any time using the My Personal Information function. You also 
answer one of your questions if you use the Forgot Your Password function. 
Program Administrators can view, but not edit, the questions. Program 
Administrators cannot view your answers. Help desk staff can also see your 
questions, but not your answers. Help desk staff can only validate as 
correct/incorrect the answers you give them on the telephone. 

 

1.  Select the My Personal 
Information task. 

2.  Click the Password link. 
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4.  Type your answer. 

3.  Select an authentication 
question. 

5.  Click the Save button. 

 

Tip! Select authentication questions and answers that you can easily remember, 
because you will need to answer a randomly presented question if you forget your 
password. If you forget both your password and authentication, contact your 
Program Administrator. 
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Update Your Contact 
Information 
You may be able to change your contact information in the system. You have two 
addresses in Access Online that your organization uses to meet your organization’s 
specific needs. These addresses are: 

• User ID Address—For your user ID. This address is the address that your 
Program Administrator specified during your user ID setup in Access Online. 
Your organization may also use this address to store an additional address for 
you. For example, if you work at home, your Program Administrator might store 
your home address. Or, your Program Administrator might use this address to 
store an additional address for internal communications. 

• Cardholder Account Address—For your statements and cards. This address 
is the address your Program Administrator used when creating your card account 
in Access Online. We primarily use this address to mail your statements and 
plastic cards to. If you have access to more than one account, you can specify a 
different cardholder address for each account.  

 

1.  Select the My Personal 
Information task. 

2.  Click the Contact 
Information link. 
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You may also have a secure email 
address listed in read-only format 
on this screen for your virtual 
(e.g., nonplastic) account. 

Your Program Administrator 
assigned your User ID address 
during your user ID setup. 

3.  Review and update your User ID 
Address information. 

4.  Click the Save User Address 
button. 

You can also manage your 
enhanced security settings on this 
screen. Click Manage Mobile 
Number and Authentication 
Option and specify your settings. 
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Learn More: Your organization may use enhanced security for both the Access 
Online web site and the mobile app. Click the Manage Mobile Number and 
Authentication Option link to enroll in the enhanced security option. With this 
option, you request and enter a single-use passcode every time you log in the 
Access Online web site or mobile app, for an additional level of security. 

Select to use enhanced 
security or not. If you 
select Yes, then specify 
your mobile number.  

Review the terms and 
conditions and select the I 
have read and 
agree…check box. 

 

Wait for a single-use passcode to arrive to your mobile phone, and then enter the 
code and click Continue. The system will prompt you for a single-use passcode 
every time you log in to the Access Online web site or the mobile app. 
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Learn More: Your Program Administrator may have specified a secure email 
address if you will make purchases without presenting a plastic card (e.g., over the 
telephone, via the internet) or using a Payment Plus pre-authorized limit account. 
This field is blank if your Program Administrator has not specified a secure email 
address for you. 

The card security code is a three- or four-digit code near the signature line on the 
plastic card. The merchant asks for this number to ensure that the user is the 
authorized cardholder.  

 
When you need to have the card security code, you can simply click the Send Card 
Security Code button to have the system securely email the code to you. 

The card security code is usually 
on the back of the card. 

Click the Send Card Security 
Code button to have the system 
securely send the code to you. 

 

Learn More: The Send Card Security Code button displays only if your account 
is virtual and does not have a plastic card.  
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Learn More: You can easily set up reminders of when specific events take place 
in Access Online. For example, you can get an email message when your statement 
is ready or when you have a file ready to download in Data Exchange. For detailed 
information, refer to the Access Online: Alerts and Notifications user guide. 
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View Your Account Access 
You can view your account access parameters in Access Online. 

 

  

1.  Select the My Personal Information task. 

2.  Click the Manage Account Access 
link. 
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The following information is available: 

• Organization Short Name—Identifies your company in Access Online using a 
unique code 

• Functional Entitlement Group—Determines the Access Online functions 
assigned to your user ID 

• Accounts—Lists your assigned accounts, including designated user status 

• Hierarchy—Lists the hierarchy positions available to you and lets you select a 
favorite position 

Tip! You cannot change this information. If you have questions, contact your 
Program Administrator. If you have the function enabled, you can also add accounts 
that you can view by clicking the Add Accounts link as described in Add Accounts 
on page 14. 
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Add Accounts 

 

 

1.  Select the My Personal Information task. 

2.  Click the Manage Account Access 
link or the Add Accounts link. 

3.  Click the Add Accounts link. 
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4 .  Type the account number in 
the Account Number field. 5.  Select the month and year 

that the card expires. 

6.  Click the Add 
Account button. 
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Select a Favorite Hierarchy Position 
You can select favorite processing and reporting hierarchy positions. Your selected 
favorite displays in many tasks in Access Online that require you to specify a 
processing or reporting hierarchy position. 

 

 

1.  Select the My Personal Information task. 

2.  Click the Manage Account Access 
link. 
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3.  Click Select Favorite 
Hierarchy Position. 
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4.  Select your favorite 
hierarchy position. 

5.  Click Save. 

 

Learn More: You can select both a processing hierarchy position and reporting 
hierarchy position. 
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Learn More: After you select your favorite hierarchy position, the position’s
values display in the functions in Access Online that require you to specify a 
processing hierarchy position, such as setting report parameters, searching for an 
account profile, and searching for an order or payment request.  



©2018 U.S. Bank. All trademarks are the property of their respective owners. 

You may not reproduce this document, in whole or in part, without written 
permission. 

CAT ID: 12921303

Survey 
Please take a few minutes to respond to a short survey on our training. 

http://www.surveygizmo.com/s3/2899380/Access-Online-Account-Setup-and-Maintenance-Branded
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